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Objective for the course

Ensure you have an understanding of
how the CIMS framework is used to to
support any incident, from a small, local
emergency to an All-Of-Government
response

« Different but
complimentary Technical
Skills

* We all worked for different
organisations but
functioned as one team

* Brought it together with
Crew Resource
Management Training

(Essential/Core skills)

* SOPS but couldn’t train for
everything

« Training / Exercising

History of CIMS
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1998 2014 2019
10 agencies 14 agencies 19 agencies

You can use CIMS to plan a cruise....

Or to save the people when it goes wrong!
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Four R’s of Emergency
Management

Bonus 5t ‘R’

Principles

The principles of CIMS are the fundamental tenets on which incident
management is based.

All responses should apply the following principles...

9 10

Principles and Characteristics

Principles Characteristics...

1. Responsive to Community Needs 3. Interoperability

2. Flexible 4. Management by objective

3. Unity of effort 5. Consolidated Planning

1 1 6. Integrated Comms and Info Mgt

Cha ra CterIStlcs Characteristics 7. Coordination of Resources

1. Common structures, roles & 8. Designated Response Facilities
The features and qualities that define CIMS reSpons'b'l't'es_ and Locations

2. Common Terminology 9. Manageable span of control

11 12
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Control and Command

Control command and Control — the authority to set
. ’ h objectives and direct tasks across
Coordination

teams, units and organisations within
their capability and capacity.

13
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Control and Command

cTE—

Command - the authority within a
team, unit or organisation and includes
the internal ownership, administrative
responsibility and detailed supervision

of personnel, tasks and resources.
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Example: Control and Command

Control
Lead Agency e.g. NEMA

H -

© 2019 Emergency Preparedness
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Lead and Support Agencies
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Lead Agency / Support Agency Unified Control
* The Lead Agency « Allows for two or more Controllers from different agencies to be
* Dictated by legislation, protocol or agreement integrated into one Control function
* Has the mandate to manage the response
* Appoints the Controller « Should be considered when:
¢ More than one agency has a mandate to manage a particular
* A support agency incident; or
* Provides support to the lead agency in a response. The ¢ The lead agency determines that a joint approach will be more
lead agency tasks and coordinates support agencies’ effective.
resources and actions.
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When MBIE Might Be Lead Agency.... Who Will Lead?
* Natural Disaster (in NZ e.g. tsunami, volcano)
* Irregular Migration National Emergency Management Agency (NEMA) / CDEM
* Espionage and Foreign Interference (joint lead with NZSIS) * Pandemic influenza
* Major cyber incident — via CERT NZ (along with DPMC) . Ministry of Health / DHB
« Transnational Organised Crime (along with NZ Police, Customs) * Chemical Spill
* Infrastructure failure (power, gas, telco) Fire Emergency NZ
* Space * Whale Stranding
Department of Conservation

21 22

Situational Awareness Situational Awareness

“the perception of the elements

in the environment within a 73 . .
volume of time and space, the _knowmg what is
comprehension of their meaning going on around us”

and the projection of their status
in the near future”

23 24
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Levels of Situational Awareness

Unaware >

‘Situationally Aware >

Threat Recognised >

Common Operating Picture

understanding of what is
going on around us”

“the entire team having the same

25
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Incident level

CIMS Functions

Incident Level

27
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Incident Management Team (Incident Level)

LLLLLLLL

Incident Management Team

========= “I'll be responsible & accountable” h—
@D “I'll oversee safety of the public and responders” [

—_—

T T 1 e “I'll plan it”
“ m S Sy WSS * — @D “I'll make sure someone does it”
waa - “I'll get it, transport it, keep track of it, help with it, etc. etc.”
@D ‘I'll let people know and hear their feedback”
w0 “I'll look after the affected people”
29 30
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a
Strategic

Strategic

Incident Level Response

Facilities and Flexibility

Operational

Incident Tactical

31 32

Incident Management Team (Incident Level/ICP) Incident Level Response Facilities and Locations

oooooooo

-—» = - WI“ R
At the incident level, the IMT are often [ o ”
‘doing’ their function as opposed to managing it st tarvarapoint ) emmmy S|
CEZD g o I
33 34

Incident Management team (ICP)

§ * Minor Accident — one agency
( INCIDENT
CONTROLLER " 2
\ j A =
l \ | L . o | OPERATIONS.
o= (=D (e | SR

PLANNING LOGISTICS WELFARE

INTELLIGENCE

35 36
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* Major accident — multiple agencies

“INCIDENT”
OCCURS

37
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Build an Initial Understanding

Initial Understanding

39
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Initial Questions

. What do we know to be fact?

. What is the nature of the situation?

. Who is lead agency (and who is leading our response)?
. What do we not know?

. What do we want to understand, and how soon?

. When do we need to act, and how?

o U A WN R

CIMS Functions

Operating / Coordination Centre Level

41
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Levels of Coordination / Response Levels

« NSS/ODESC / Watch groups

Grand’
NCMC — National Crisis Management Centre (The Bunker) Strategic

o™ NCC — National Coordination Centre Strateglc
Coordination Centres

gpnl ECC — Emergency Coordination Centre EOC, EOC, NCC, NCMC Operational

o EOC — Emergency Operations Centre

Incdent : Tactical

POOE @w - ICP - Incident Control Point IcP
43 44
DEPUTY Deputy Controller

Full CIMS Structure CONTROLLER

rouc ol * Act’s on behalf of the Controller

aws m— proa W o
1 1 1
- @D o

At the EOC / ECC / NCC Level the IMT are managers
of their function, usually with teams supporting them

45 46

CONTROLLER'S Controller’s Assistant IWI/MAORI Iwi/Maori Representation

ASSISTANT REPRESENTATION

* Executive assistant * Incident management benefits by engaging iwi/Maori in response and

. L recovery through:

* Keeps log of meetings, phone calls, decisions, etc.
* strong networks;

« access to community focal points (i.e. marae);

« ability to mobilise resources appropriately;

« understanding of tikanga (marae protocol, burial practices);

« able to identify and assess iwi needs;

« understanding of the local landscape, including history and sacred
sites;

* an ability to link with other cultures.

47 48
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RESPONSE Response Manager RISK AND LEGAL Risk/Legal Advisors
MANAGER ADVISORS

* Manages the Incident Management Team on behalf of the Controller / * Ensures that the actions being taken are legal
Deputy Controller

« Oversees risk management — physical, personnel, reputation

49 50
SCIENCE AND Science & Technical Advisors LOGISTICS Logistics
TECHNICAL
ADVISORS External

LOGISTICS LOGISTICS

* Advice to the IMT and Governance

- Rosters - Transport (planes,
- Catering trains, automobiles)
- Staff Wellbeing - Equipment needed
- Finance for response

- IT/Documents - etc

- Building access

- Etc
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Full CIMS structure
Develop and Implement the Plan

ams,

(B2 (=) (=)
R D L o el e
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Who's in Charge?
Coordination Centre Outputs &

Public
Intelligence information Warnings
outputs

Situation reports
(SitReps)

Resource
requests and Action plan Direction
coordination

Lead Controller

55 56

Local Incident
Single or Multi Agency Multiple Incidents — Single Jurisdiction
(Incident Control Point only)
- Wellington City $
- Multiple Incident Control Points
For example ° M - Wellington City Emergency Operation Centre (EOC) activated v
* House Fire ] B L . B —
+ Car crash fllT Ty g wellgon
* Flooding -
+ Power outage e
°
]
57 58
. . . Multiple Incidents g e
Multiple Incidents - Multiple P - o 7
Jurisdictions & Multiple Regions
) ) 4 o - WREMO and Manawatu/Wanganui Emergency
- Single Region (Wellington) Coordination Centres (ECC) activated o y

- Multiple Incident Control Points
- Wellington City and Porirua EOCs Activated
- WREMO Emergency Coordination Centre (ECC) activated

- NEMA NCC and/or Bunker might go into standby Beiuna

- d S
=l

Wellirfton

|

Wellington

59 60
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Major Incident affecting many

parts of NZ or affecting one area of

NZ, but with severe national or .
international consequences

Example Regional Level Response

-1CP(s)
- EOC, ECC as required
- National Security System, Bunker (NCMC),
Ministry NCC’s activated New

Zealand
Christchurch

Wellington
ing

Canterbury Earthquakes
- Canterbury Shootings Dunedn
- CoviD-19

- Fuel line disruption

61 62

National Level Response Example Relationship Across a Response

MPINCC

63 64

Response is....

Circle this if the
response is escalating

satisfyin
controller ying nOISy

Q Circle this i the
g-hOlJl'S The response response appears to be
b l der classification ——»| R2 | s |+ stableorrelatively
usy I (capitalised) - stable
Circle this if the
manager response s
O | f e sl | : g de-escalating

meaningful

65 66
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Incident Classification system

f 2 Corseqerces
inor Moderate vt
i [
National i ' Capacity and capabity to
™ evelresporse. | leveresponse raege (oG ARy o | Nercpeablovitin | Recuires some
Resources oo opetisoand | aviaderssorcs | alocabonct
rees, responders) and | and capacity resource
w0 ™ frances aiatie
Regionsl Amoderate regional Some degee o
" lerelrespone . PO S et .| Mrieltoro teest
P, ot s "oy (LS et

Seniorleadersh
okl mret) el | feericsiosontiol
Teve it shoukd be meregest e

H
H
H

) s Gy e e I -
_ _ incheurncy rowly(og | Pdcils | pedcabewn
Response and recovery | new everd, agencies working
i pertners ec), sy
Incident inor incit i disruption, familiariroutine/
(1n) level response level response oot
s
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Governance Business
As Usual
(BAU)
Governance Strategic

Coordination Centres
EOC, EOC, NCC, NCMC Operational

ICP Tactical

69 70

Governance

National Security System Lemmy

Governance Strategic
Coordination Centres
EOC, EOC, NCC, NCMC Operational

ICP Tactical

71 72
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The National Security System

e

Strategic Risk and
Resilience Panel
(SRRP)

ar Hazard Risk Board

Security and
Inteligence Board ()
(S18)

Figure 2: The National Security System

Officials Committee for Domestic and External
Security Coordination (ODESC)

is a committee of Chief Executives which manages national security in
New Zealand in both its governance and its response mode

During an emerging or actual security event ODESC:

« Provides all-of-government coordination at the Chief Executive level of the issues
being dealt with through the response;
Provides strategic advice on priorities and mitigation of risks beyond the [ead
agency’s control;
Ensures that the Jead agency and those in support have the resources and
capabilities required to bring the response to an effective resolution;
Provides the linkages to the political level, including supporting Ministers to make

decisions about strategic policy, authorisation of resources or any other decisions
which sit within Ministers’ area of control;

Exercises policy oversight and advises the Prime Minister, Cabinet, and, when

activated, the Cabinet National Security Committee, accordingly.

73
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Security and Intelligence Board

It focuses on external threats and intelligence issues.

Department of the Prime Minister and Cabinet
Government Communications Security Bureau
New Zealand Security Intelligence Service
Ministry of Foreign Affairs and Trade

Ministry of Defence

New Zealand Customs

New Zealand Defence Force

New Zealand Police

Other Chief Executives or officials may be invited by the Chair to attend SIB
meetings if required.

Hazards Risk Board

The HRB is chaired by the Deputy Chief Executive Security and Intelligence of the
Department of the Prime Minister and Cabinet. HRB membership includes Chief
Executives (or their alternates) of the:

*Department of the Prime Minister and Cabinet
*New Zealand Police

*Ministry of Health

*Ministry for Primary Industries

*Ministry of Transport

*New Zealand Defence Force

*Ministry of Foreign Affairs and Trade

*New Zealand Fire Service

*National Emergency Management Agency

75
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Watch / Working Groups

National Security System in a crisis

DIRECTION

National
SR PV, Ministers

Committee ERTE

* They are a tool to obtain situational clarity in what is often a chaotic
environment and are responsible for ensuring that systems are in place to
ensure effective management of complex issues.

* Watch Groups are ordinarily made up of senior officials able to commit
resources and agree actions on behalf of their organisation.

* The exact composition of Watch Groups depends on the nature of the event
and includes agencies with a role to play in responding to the issue at hand.

Watch Groups are formed in response to a potential, emerging or actual event.

Senior officials
(informs and coordinates)

Chief Executives
(achises)

Runs the ‘system’ and
supports decision makers

the
operation/response

Provides coordination
and advice

Supports the response

Figure 3: National Security System in a crisis

77
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https://dpmc.govt.nz/our-programmes/national-security-and-intelligence-oversight/national-security-governance-structure/lead-and-support-agencies
https://dpmc.govt.nz/our-programmes/national-security-and-intelligence-oversight/national-security-governance-structure/lead-and-support-agencies
https://dpmc.govt.nz/our-programmes/national-security-and-intelligence-oversight/national-security-governance-structure/cabinet-national-security-committee
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. NZ Civil Defence
Domestic Emergency Management Emergency Mgt
Post Kaikoura EQ Government Technical Advisory
Group (TAG) reviewed Emergency Management :
* MCDEM -> National Emergency Management

Agency (N EMA) Most groups have local

. . authorities within them

* GNS now has 24/7 monitoring
* Emergency Management Assistance Team ::llﬁ;ﬁ:"&:‘::::ugh
(EMAT) capability ; '

Tairawhiti, Chatham Islands

16 CDEM Groups

79 80
MBIE Roles in a Local Response MBIE Roles in a National Response
«Safety and well being of staff and families 1. Safety and well being of staff and families
+Lead response until relieved by another agency 2. Supporting an AOG response
with lead responsibilities 3. Specific responsibilities per...
*Support the lead agency as required

t l_";f Ministry for Busi ion, and
- Function The Ministry of Business, Innovation and Employment (MBIE) develops and delivers policy, services,

advice and regulation to support business growth and the prosperity and wellbeing of New Zealanders.

MBIE integrates the functions of four former agencies — the Department of Building and Housing, the
Ministry of Economic Development, the Department of Labour and the Ministry of Science and
Innovation.

The Guide tothe

National Civil Defence See Section 3, Management of emergencies

Emergency Management Plan
2015

Section 14, Welfare services
Section 15, Building management
Section 16, Science and research organisations

Section 26, National Crisis Management Centre
Section 28, Public information management
Newzeandovrment Section 29, Logistics

P R TR Y
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New Zealand's Civil Defence and Emergency System

NSC
National Sacurity Committee of Cabinet

ODESC
Officials Committee for Domestic &
External Security Coordination

Auckland Fuel Line Disruption — August 2017

MCDEM
Ministry of Civi Defence &
Emergency Management

Lead Agency
(Ministry of Business, Innovation &
Ecanorics)

Fuel Sector Co-ordinating Entity

CD G C €D I G oD

p- Fuel Plan 2012

Ol Emergency
Response | _
Strategy 2008

Oil Emergency
| Response
Strategy 2008

CDEM
Civil Defence & Emergency groups
in local councils

Lifeline Utilities
eg. Fuel Co's / Refining NZ /
Auckiand Airport

85 86

Scenario Time . .
WWW.epscims.co.nz/mbie

fownload CIMS 3rd Edition Ma
0 download the Guide to the National CDEM Plan 2015,
to download the Auckland Fuel Supply Disruption (2017) Inquiry Report

[My contact information:

Ipave Greenberg

Jinkedin: r

[Twitter: @rescuedave
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